In this paper, we develop a robust bit-plane watermarking technique based on zerotree coding. A robust watermark is an imperceptible but indelible code that can be used for ownership identification. Zerotree-based encoders are popular owing to their high coding efficient, low coding complexity, and the capability of generating scalable bitstreams. Efficient image compression and watermarking algorithms use similar techniques to reduce the introduced visual artifacts. In contrast to the conventional approaches where compression and watermarking are treated independently, the proposed method integrates these two operations. The watermark is inserted by directly modifying the output bitstream of the zerotree-based quantizer. Since the watermarking framework is tightly coupled with compression, we can avoid adding watermark information to the coefficients that would be susceptible to quantization errors. Furthermore, this compressed-domain watermarking framework may reduce the system's complexity since watermark embedding and retrieval may be performed directly in the compressed domain. Security of the system relies on the secure keys that determine the watermark signal and watermarking locations. Complete evaluation is conducted against both noise-type and geometric attacks. Experimental results show that our method survives the aforementioned attacks and the performance is competitive with or better than transform-domain approaches.
INTRODUCTION
In the last decade digital multimedia data have proliferated with the rapid developments of PC and Internet. The digital technology provides m y y advantages, including error-free reproduction, efficient processing and storage, and a uniform format for multimedia applications. These advantages, however, may hinder content owners from offering digital services because their revenues may be jeopardized due to perfect and rapid dissemination of unprotected digital contents.
Conventional encryption techniques can be used to protect digital media during transmission. However, the encrypted media are no longer under protection once they have been decrypted for use. Watermarking techniques complement encryption by inserting identifiable but usually imperceptible watermark in the host media. The embedded watermark remains present and detectable even if the media is processed and consumed by end users, and therefore can be used as a proof of copyright ownership.
To be valid for copyright protection, an image watermarking system should meet the following requirements 1) Transparency. The embedded watermark should degrade the perceptual quality of host media to a minimal degree. 2) Robustness. Any attack that maintains the host image quality acceptable cannot erase the embedded watermark. The attacks fall into two categories: noise-type distortions and geometric distortions. Noise-type distortions include lossy compression, filtering, dithering, re-sampling, and digital-analog conversions, and geometric distortions include scaling, cropping, flipping, and rotation. 3) Security. A watermarking system should be secure in a sense that an unauthorized party is unable to remove the watermark even with full knowledge of the watermarking algorithm. The security of the system should rely 0 1 the use of cryptographic keys rather than obscuring the watermarking algorithm. 4) Adequate complexity. This issue is critical especially for real-time applications. A tradeoff for these requirements is usually necessary. Most reported techniques in the literature address transparency and robustness, although few of them withstand the full spectrum of attacks.
Image coding is an enabling technology for multimedia applications over bandwidwstorage-limited environments. coding. The zerotree concept is very suitable for multimedia applications, since it not only effectively removes the residual redundancy across scales but also generates scalable bitstreams. Among the various improvements of EZW, the set partitioning in hierarchical trees (SPMT) coding [4] is regarded as the simplest and most efficient. Zerotree-based algorithms have been adopted in the MPEG-4 still texture object coding [5] .
Image watermarking can be performed in three different domains, namely spatial domain, transform domain, and compressed domain, as shown in Fig. 1 . Spatial-domain techniques directly modulate the pixels while transformdomain techniques modify the DCT (discrete cosine transform) or DWT (discrete wavelet transform) coefficients. Transform-domain techniques usually achieve better performance since the perceptual characteristics of images can be better utilized and the spread spectrum principles used in secure communications can be easily incorporated [6] . Typical transform-domain systems perform the watermarking process independent of compression although these two processes share some common features. Wolfgang et al. [7] have investigated whether matching the watermarking domain to compression increases the robustness. By compressing the watermarked images using P E G (DCT-based) and EZW @WT-based) with image-adaptive watermarking schemes in DCT and DWT respectively, the authors have shown that a jointly matched framework yields better results. Compressed-domain techniques integrate the compression framework with watermarking by directly labeling the compressed (quantized) symbol streams. Note that there is little loss in generality by assuming a compressed-domain framework since compression is nearly ubiquitous for multimedia applications. Inoue et al. [8] introduce watermarking algorithms for EZW-coded images, where the coefficients of a wavelet tree are modified to a predetermined value according to the watermark bit. Su et al.
[9] develop a watermarking scheme for EBCOT (Embedded Block Coding with Optimized Truncation [lo]), on which the PEG-2000 standard is based. The watermark is progressively embedded when the bitstream is formed. The authors justify the robustness of the system against various noise-type distortions. In [ 111, the authors develop a non-fragile digital signature under SPIHT. The edge information, used as the content's fingerprint, is engraved into the low-frequency band of the image using a rank-order based transformation.
In this paper, we develop a robust compressed-domain watermarking system based on the SPIHT coding. The same principles can be applied to other zerotree-based codecs. We embed the watermark by modifying the refinement bits of zerotree-quantized coefficients. The watermark is retrieved in the compressed domain with the aid of private keys. A similarity test is made to identify the embedded watermark of the image in dispute. As compared with the conventional approaches, our compressed-domain approach has at least two advantages:
+ By jointly considering watermarking and compression, we can avoid adding watermark information to the coefficients that would suffer more quantization error and consequently be more vulnerable to attacks. Furthermore, the inherent quantization errors that usually weaken the strength of watermarks for conventional schemes will hardly interfere with the proposed scheme.
+
The proposed compressed-domain framework makes it possible to embed and extract watermark on the fly with minimal additional computation and storage requirements. If the image to be protected is zerotree coded, watermark can be directly embedded on the compressed bitstream with only partial decoding. Similarly, watermark detection of zerotree-coded images is simple since there is no need to completely decompress the bitstream for watermark extraction. Furthermore, only simple binary operations are required for watermark embedding and verification. In the following, we will describe the proposed watermarking technique in details. The proposed method will be analyzed and evaluated against comprehensive attacks.
PROPOSED ALGORITHM 2.1 Review of zerotree coding
The zerotree coding exploits the self-similarity across scales for efficient compression. Ap-level pyramidal DWT is first performed to generate (3p + 1) subbands. We will index these subbands from 0 to 3p in a frequency nondescending order, so that subband 0 indicates the lowestfrequency subband. Two passes of quantization, namely the sorting pass and the refinement pass, are involved after DWT. The sorting pass identifies the significant coefficients with respect to a threshold and gives the sign. A set of insignificant wavelet coefficients corresponding to the same spatial location and orientation is declared a zerotree. The refinement pass gives one additional bit of quantization precision for significant coefficients. The sorting and refinement passes are iterated, halving the significance threshold each time. The encoding process generates a fully scalable bitstream and can be stopped when a target bit rate or a quality requirement is reached.
Watermark embedding
The proposed watermark-embedding scheme is depicted in Fig. 2 . The watermark information is a hnction of the watermark signal and the original host image. A secret key is used to generate the watermark signal w = {w(i), i = 1, 2, ..., n}, in our situation a binary M-sequence of length n bits. M-sequences are selected owing to their good correlation properties. Taking the selfmasking effects into consideration, we adopt a multiplicative watermarking scheme where the watermark strength is in proportion to the host coefficients. Some of the coefficients whose magnitude lies in the range [2T, 4T) for a given threshold Tare selected to label. We change the first refinement bit of these coefficients as where w is the watermark bit, b is the original refinement bit, x is the new refinement bit, and @ denotes the modulo-2 addition. In other words, the original wavelet coefficient S is modified to be S' as where w is the watermark signal (0 or I), a is a scaling factor, and the + (-) sign is taken when b = 0 (b = 1).
Since the refinement pass for significance threshold T modifies a coefficient within the range [2T, 4T) by * T, the scaling factor a in the proposed method is between 0.25 and 0.5. In contrast of the bipolar watermark schemes reported in most literatures, our scheme is unipolar in the sense that S remains unchanged when w = 0 (and S' = S i T when w = 1). The watermark sequence w, the embedding locations, and the original refinement bits b are stored as private keys to be used for detection. The watermarked image is obtained by normal SPIHT decoding at a target bit rate.
The watermarking parameters should be carefully chosen to meet the requirements. We embed the watermark in large wavelet coefficients that are found significant in early iterations of the sorting pass to ensure sufficient robustness. We have discovered that embedding the lowest-frequency subband results in visible artifacts while embedding the high-frequency subbands suffers from certain attacks such as FMLR and sharpening. In the proposed scheme, the noise tolerance of an embedded watermark is the difference between the decoded wavelet coefficient and the specified quantization boundary. The eligible coefficients that satisfy the above requirements are chosen randomly (with a key) to withstand possible cryptographic attacks.
Watermark detection
If the test image is SPIHT-coded, the watermark can be immediately retrieved with the aid of private keys. Otherwise, the test image should first take DWT to restore the wavelet coefficients. We retrieve the required n-bit refinement sequence y corresponding to the watermark signal by hard decisions, which are based on comparing the wavelet coefficients with the quantization boundary (i.e., 373. The extracted n-bit pattern v is obtained by where b is the n-bit refinement sequence in the original image. The correlation between the extracted pattern v and the original watermark signal w is computed by
sim(v, w) = <v,w > / (<v,v >)"' (4) where <v, w> denotes the inner product of v and w, and v and w are converted into bipolar sequences (0 + -1, 1 + +1) for calculation. Note that sim(v, w) follows the scaled binomial distribution if v is randomly generated and it approaches the Guassian distribution N(0,l) when n is large [6] . An appropriate threshold Tcan be determined for watermark identification, which aims to optimally compromise the probabilities of false positive and false negative. For example, setting T = 6 makes the false positive probability of a random watermark less than 10'.
It has been observed that geometric transformations, though hardly affect image quality, could defeat many watermarking schemes by breaking the synchronization between the watermarked and original images. We employ the relocation strategy presented in [12] to restore the geometrically transformed images. The wavelet coefficients of the original image are sorted in terms of their values and this order-location map is saved. The wavelet coefficients of a test image are sorted and rearranged with the associated order-location map before watermark extraction.
EXPERIMENTAL RESULTS AND ANALYSIS
Parameters of the proposed system are summarized below: + Number of levels of DWT (p): 5. Length of watermark signal (n): 255 bits. Significance thresholds for watermarking (T): 128 and 64. Therefore, the wavelet coefficients whose magnitude lies between 128 and 512 are subject to change. + Subbands to embed: 1 to 6. The watermark is embedded in low-frequency subbands, excluding the lowest one. The proposed scheme is tested with 512 x 512, 8 bpp (bits per pixel) gray-scale images "Lena" and "Baboon".
Since zerotree coding is distinguishably better than P E G at low bit rates, we set the target bit rate at 0.3 bpp for Lena and 0.5 bpp for Baboon. The arithmetic coding is not employed in our Watermarking system since it provides little improvement in compression and demands much more computation and potentially incurs severe error propagation. Images of good visual quality are obtained at the target bit rate (the peak signal-to-noise ratio (PSNR) = 34.3 dB for Lena, 25.1 dB for Baboon) and the introduced watermarks are unnoticeable (PSNR = 33.3 dB for watermarked Lena, 25.0 dB for watermarked Baboon), as shown in Fig. 3 .
The proposed system is evaluated against a set of attacks in the StirMark benchmark system [13], including the noise-type attacks (lossy JPEG compression with quality factor = 10, Gaussian filtering, 3x3 median filtering, sharpening and FMLR) and the geometric attacks (rotation by 1 degree with auto-scaling, flip, and random geometric distortions). The simulation results are given in Table 1 and Table 2 . We list the PSNR values for a test image (without relocation) with respect to the original uncompressed un-watermarked image as a reference. The correlation of the extracted sequence and the original watermark is computed. Correlation is calculated for both un-relocated and relocated test images, and the higher of the two is taken as the final result. The output responses of the correlation detector normalized by the watermark length as a function of the watermark signal are depicted in Fig. 4 , wherein watermark signal #IO0 is embedded in the Lena image. Our scheme is generally robust against all examined attacks. It is confirmed that the relocation method is crucial for geometric attacks. In the last column of Table I  and Table 2 , we have also listed the correlation computed by the DWT-domain approach given in [14] . We take the same watermark length and adjust the watermark strength to make the watermarked images have equal PSNR for fair comparison. The results reveal that the proposed compressed-domain method provides superior or similar performance to the DWT-domain method for noise-type attacks even though a sophisticated soft decision is taken for the latter. The only exception is FMLR, which performs histogram equalization. For geometrically distorted images, both methods together with the relocation strategy provide reliable protection although relocation can boost the correlation values more significantly in the DWT domain than in the compressed domain. Currently, strategies that further enhance the performance of our system are under development.
CONCLUSIONS
In this paper, we have developed a general compresseddomain image-watermarking framework based on zerotree-based coding. The binary watermark sequence is directly engraved into the quantizer's refinement outputs. By jointly considering watermarking and compression, the proposed method provides superior robustness to conventional transform-domain approaches and reduces the system's complexity. We have carefully chosen the parameters to assure that all the requirements for robust watermarking are fulfilled. Experimental results show that the proposed method survives the attacks in the StirMark benchmark system. ' : :
